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> IAERIERY ¥ Panabit”

1) ERUEE

2) 1T%&
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Y XiEE 4 Panabit”

mBAS/BRAS
TIENIRSEEE (Broadband Access Server/ Broadband Remote Access
Server)

BAAA
AAARLGIE, ERFNENK (Authentication, Authorization, Accounting
) =PERICERTFRYER

mRADIUS
RADIUSE—FC/SZEMRgtMY, NMEFSEES -, Al EBIES.

mcmccportal
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IMERT,

mPPPOE\IE
--Z M AUE
--radiusiAuE

mPortaltAUE
--ZNHIIAUE
--radiustAiE
--AD1EjI A IE
--F2(EAUE
- BENT
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» HBEAR 44 Panabit”

Intefnet

Intefnet

BRAS

BRAS

switcn (88335 ] 385883

switch
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>> PortaliAiiE # Panabit”

BT
-~ NI Fim >
--portal RES AFRIZZ B ECREF

WER A
-~ BER
-- R RN MO

--NIERAZERT S
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Y>> Portali\ilE-<8EFE A 4% Panabit

mHTTP 302

302 Found, [RigfEiA =159 Moved Temporarily , 2
HTTPHIMY FHI— A (Status Code), A LA SRR /12 R R IR
AR, BELWIERNNETAE, RS, MERKNIRIRE
WIEEAERRIIURIT, IS aEE T ELares, A

AL

I T
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>> HTTP 302

44 Pana bit”

Ho. Time Source Frotocol Destination Length Info
187 15.017315 172.16.16.100 TCP 17.253.39.205 78 56812-80 [SYN, ECN, CWR] Seq=0 Win=65535 Len=0 MS55=1460 WS5=32 TSval=9084520870 TSe..
110 15.347989 17.253.39.205 [ 172.16.16.100 74 8056812 [SYN, ACK, ECN] Seq=0 Ack=1 Win=28960 Len=0 MSS=1456 SACK PERM=1 TSval=4..
111 15.358681 172.16.16.108 TCP 17.253.39.285 66 5681280 [ACK] Seq=1 Ack=1 Win=131392 Len=0 TSval=904521203 TSecr=4047876966
113 15.378818 172.16.16.100 HTTP 17.253.39.205 197 GET /hotspot-detect.html HTTP/1.0
114 15.370864 17.253.39.205 HTTP 172.16.16.100 303 HTTP/1.1 382 Found
115 15.372578 172.16.16.100 TCP 17.253.39.285 66 5681280 [ACK] Seq=132 Ack=250 Win=131136 Len=0 TSval=9@4521225 TSecr=4047876966
124 15.381678 172.16.16.108 TCP 17.253.39.285 66 5681280 [FIN, ACK] Seq=132 Ack=250 Win=131136 Len=0 TSval=9084521232 TSecr=404787..

256 15.702592 17.253.39.285

17.253.39.205

172.16.16.1e@
172.16.16.1e0@

8056812 [RST] Seq=25@ Win=@ Len=@
60 80-56812 [RST] Seq=25@ Win=@ Len=0

257 15.712258

Frame 114: 383 bytes on wire (2424 bits), 303 bytes captured (2424 bits) on interface @ ~
Ethernet II, Src: be:f3:3d:9e:0@:a0 (be:f3:3d:9e:00:a0), Dst: Apple 3@:9f:4d (20:a2:e4:30:9f:4d)
Internet Protocol Vversion 4, Src: 17.253.39.205, Dst: 172.16.16.100
Transmission Control Protocol, Src Port: 8, Dst Port: 56812, Seq: 1, Ack: 132, Len: 249
~ Hypertext Transfer Protocol
v HTTP/1.1 382 Found\r\n
[Expert Info (Chat/Sequence): HTTP/1.1 382 Found\r\n]
Request Version: HTTP/1.1
Status Code: 3@2
Response Phrase: Found
Location: http://192.168.0.199:380880/webauth/portal.html?ver=1.8&type=17&clientip=172.16.16.100&clientmac=20:a2:e4:30:9f:4d&paip=192.168.0.199&iarmdst=captive.apple.com/hotspot-detect.hl
Connection: close\r\n
Content-Length: @\r\n
\r\n
[HTTP response 1/1]
[Time since request: ©.000046000 seconds]

lDoanosct in Framas 11271

< >
ee4e 32 6f 82 Found A
0050 on: http ://192.1

0060 68.0.199 :8080/we)

0070 rtal.htm

0080

0096

2020 6.16.100 &clientm

oebe ac=2@:a2 :e4:30:9

Copyright © 2019-2021 Panabit and/or its affiliates. All rights reserved.




cmccportal ¥ Panabit”

e AR T ESE - <Ctrl-/> = -] #=Et- |+

Ho. Time Source Frotocol Destination Length Info

37 13.3

AL REQ_INFO

38 13.316434 60 PORTAL ACK_INFO (SerNo=46568)
- 39 13, 347 0.1 5 9 J ) AUTH
I 4@ 13.464468 .9.8.254 le.9.0.1 60 PORTAL ACK_AUTH (SerNo=46568)
L 41 13.464470 .0.0.1 MP 10.0.0.254 70 Destination unreachable (Port unreachable)

42 13.464618 178:4d:06b:ee:40 Broadcast 60 Gratuitous ARP for 10.0.0.254 (Reguest)
LENE ] ] € 254 9 AL REQ_INF
44 13.476471

60 PORTAL ACK_INFO (SerNo=46568)
45 1 54 92 PORTAL R JTH
46 13.635808 10.0.0.254

Frame 39: 92 bytes on wire (736 bits), 92 bytes captured (736 bits) ~
Ethernet II, Src: 5@:9a:4c:91:57:a6 (5@:9a:4c:91:57:a6), Dst: be:78:4d:eb:0e:40 (be:78:4d:0b:00:40)

User Datagram Protocol, Src Port: 41758, Dst Port: 2000
v Portal Protocol
Version: 1
Type: REQ_AUTH
Pap/Chap: PAP
Rsv: ©
SerialNo: 46568
ReqIld: @
UserIP: 172.16.1.18@
UserPort: @
ErrCode: @
AttrNum: 3
Attribute value ZHUIF:
User-Name: 17866550669@net
Pap-Password: 38838888

v
be 78 4d @b 00 40 50 9a Ac 91 57 a6 @8 00 45 88 .xM..@. L.W...E.
@0 4e 5c 87 08 00 48 11 00 00 Ga 00 00 ©1 02 08  .N\...@. ........
0020 @0 fe a3 1e @7 do @@ 3a 60 a3 [(4] @3 @1 @@ bs e8  .......: ".J.....
@0 00 ac 16 01 ba 08 8@ 80 03 81 11 31 37 38 36  ........ ....1786
36 35 35 30 36 36 39 40 6e 65 74 02 @a 38 38 38  6550669@ net..888
38 38 38 38 38 fe 07 35 30 30 2e 30 88888..5 00.0
@ 7 vyireshark Lua text (_ws.lua.text), 1 T s74: 1758 - 2R 1758 (loo. o) - AnEEETE]: 0:0.93| EREIHF: Default
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>> WEBIAIEEH

EAFE MACIE1Z INEREERE INEREEE
WebiAiE 17+ v
FEEURLFHEFRIP ESwi v
HTTPSEEE: ESEi hd
FIMEIP s ~ | [REIP]
SINEMACHHIE 0 [FEMAC]
RN [EEM A | Bk
RMEETER
== R Tl T v|EErEEMACHEIIESSIPOE: | & v
by =i gLl & v|icEEERtEdE: | 7 FRAER, ZSEFRAKEER, ((FToCEEEER)
RESIEEIRRT PREIRIR, BeEH, (0: ARG, )
EMETHIRS & v | &, RADIUSERAD/LDAPHEZIGHESSECELNKER TR, & =18, Th A5,
ETIEREBINES T v xHE, AFETREEWEBNIAEFENRENED, H5EEh 1123456 IEAER & 0 v
ENEREEHEEKE | T v
A TCITHEIER T v BeilRZiEERAASKHEN, EEHradius.confEBEEFEMN "api_forgot” APHELESHE,
PortalURL http://192.168.8.58:8080/webauth/portalhtml?ver=1.0 INEALURL, ERAEZISRE,
PortallP EUZeTENIP, NRTEHEE, BES EEURLTIIPHELL,
TREZRIAIE
Otz ETAMKEHWEBIAE,  MIMFTEEAE
®RraDIUS SRS | raas v | ==meam UminEEEAE
OAD/LDAP RRESRahiE Idap:/ v || 0.0.0.0 w289 ((REELE) (1~65535, LDAPEIAIROA: 389)
OFHEAME BETES: | HEx v BEERE | O2RERE v| EEOEE BRAEEE: 1
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>> FHAE

1T.HFER, ZMEBRPAZERAIRR, RATFDNSHRIIRTCP=MEFEIPA

| 2 PAIRIEHTTPERERISE, [FIFEEHTTP302
| 3 APIREIHTIP302, FEWIRL, Hidportal, MAKSER | |
5 | 4 PortaliB XK SERIAPA, PAZITAIIKSIER. i
| S5ONEES, FBPAILUAEEER. : l
: portal PA Internet

R
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)

radiusiAiE

\

2. PAIRIEHTTPISSRERISE., FFIEHTTP302

1.HFER, ZMERPAI=EABIETR, RAVFDNSIRII R TCP=IXIEF @I PA

3.APUEEIHTTP302, HEMF, ikiaportal, BAMWSEG

1

I
4. PortaliB MK SERBLAPA, PABEAIIKS SR,
: |
| 5. PARSIK S tradius

|
1
| -
I
I
|
1

6.RadiusISITWE(SE, FHEAIPA,

7ONEEE, FBREEEEER,

R

i<
1
1
1
1
1
1
1
1

Portal (&1& Panabit radius
M)
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» fEEANE ¥ Panabit”

1.58P LR, iZBﬂEQPAEﬁFﬁﬁ%X, QA DNSIRST R TCP= RIEF@iTPA

2. PAIRIEHTTPIEREMIIER, | R RIEHTTP302 |

3. BPKEIHTTP302, #ﬁu@r&?, iBlEportal, MAFNES, AHEEIERS

-
>

4 {RIETERSFNS, EPALRIGHIKSHEG (RWIEDB) | FHENEETAKEITREaNAFISHEL,

5. PortaHE&‘ﬂfL%&EﬁiIEﬁ%éﬁI?A

6. ANIEEY, FRFALALIEEERR.

R R L L LR e T

FF Portal | (=3iEm)) Panabit Internet ISEES
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>> ADIIAIE

LAPER, ZREPAERTEIER, RAMONSEXRTCPSRIEFBIPA : i
2 PAIIRHTTPAREMIEE, AR RIEHTTP302 | | |
| 3BPIEIHTTP302, FFEWIRY, Bidportal, MAMKSERS | i !
! | 4. PORTALIZSSIK SHTRIAADIRLS 5 i |
| | SADHIRSHWEMSEH, EMEEO. | i
| 6NBEY, FPTLIAEERR, i | i
ﬁg'):. Portal (&= Panabit ADIEBRSS =% LRI

)
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) FE=portaliAiE

1.FAFR LK, iZBﬁEﬁPA}é@iﬁﬁﬁi%*, RATFDNSIRX KR TCP=IR{EFIE

i 2. PATRIEHTTPIERERESE, :F]ﬁﬁF'ZvTL_HTTP302 E : E
| 3FIFIKEIHTTP302, #EDI‘JF", JhiEportal, BMAKSED : i :
: " PortalLQCMCCPORTALms'z STHA
i ! : 5. PAJ_L_radlusTDLM}%I RS &S Eradius |
| : ' 3 I
| | | 6 RadiusIIEIKSIEE, FHENPA, |
| 7.PA@‘@CMCCPORTAumyﬁs:suporta|ﬁﬁ)ﬂwﬁﬁm !
| 8 NEEY, BATLUAEER, ! i |
: Portal Panabit radius Internet

FAF
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> B=FportaliAif ¥ Panabit

. ® .
P<Panabit | @ws
(& S A FEEI Y s
- RIMER TR, | RUAMER APPMD  FRMREE APPIRRE | AR a
AN . — = D =
s Q D @ to o @
- RO
TEHRM @ ErliwebPortal

- TopRF

*+ PEREWebPortal#E[R R - Google Chrome = O x
A T2 | bips//192.168.0.199/cgi-bin/App/cmcowp/webmain &

Tl_:;_'ni’] &
FEH

L e
WebPortalig =/ b

i zir

WA EE S SEED w
b - . . . . 5 "
WA e 5 (Et, EEHETELE NS B

IR

EFHERES

witwe
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MACTEREEALE # Panabit”

RS RS, ARHELNARINIAL. BIRAERERFERHITweb INIE, BIR{ERIIH
AFEFBANAPRMNEDALY, BERRSEES, W XEE. BIMNaERET%
pIXiay, JFTERIRERNHANTTENEEXERIYATBIALE, SSAFKES. X—EEHR
FtB 7oA, R “TRA"

HFH 1@< floweye macauth config enable=1
IRSEE floweye macauth stat
SE0A%E floweye macauth config retry=3 interval=5

Copyright © 2019-2021 Panabit and/or its affiliates. All rights reserved. 17



>»> MACTRHNAERTE

1TRFPLER, EmacAiEMER, AP LERAEE

| | 2. PAIRSSMACIK S 2334 radius

: ! ? :

| | 3RadiusIIEMAC, FHEHPAINELR. |

| - . a

| A NEBE, FPTUESHITERR, | ! !
}Eﬁl)'—‘l Panabit =i Internet
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Y E=EMACIKEY 3% Panabit

PﬁPanabit | T

O =GR BONE RS
FREEER HemATt | BRAHEE APPERY  ErEsEEY APPifE: | BRETE ma ©),
=8 .

ERFEA: BB @ P
(==
TR E=EIMAC
}o Panabitis = E2REn, IBISNMP, HEUPHIMACKIIIREEE
TopRiFd
7% E=EEIMAC - Google Chrome — O bd
Topizks
A FZ2 | hitps://192.168.0.199/cgi-bin/App/getipmac/webmain Q
ESILIEERE
B = @R w0
KRS SN TS
e —=aEP SNMPEES SRS EEEEE +iEm
TEER 192.168.10.253 public =i 145
) R

mDHCPSINF
S ITHIN
floweye dhcpsnif4 config enable="1
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PPPOEIAIEE # Panabit”

B
JFINESERME, 1HEERIE
--_JL)\JL_?—' P\Jlﬂﬂﬂﬂt/ﬂhae, ARPERIR
- ANIERIENERTE

mit
- BEE S

== «Z‘ J\ZE—IK = g%%* /j

Copyright © 2019-2021 Panabit and/or its affiliates. All rights reserved.

20



PPPOEIAIEE # Panabit”

B
JFINESERME, 1HEERIE
--_JL)\JL_?—' P\Jlﬂﬂﬂﬂt/ﬂhae, ARPERIR
- ANIERIENERTE

mit
- BEE S

== «Z‘ J\ZE—IK = g%%* /j
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3> PPPOE

+ PPPOE/}
P B

1. PPPoE &3
S B

2. PPPoE<:if
BB o

Client Server
PADI >
PPPoE < PADO
Discovery
W PADR >
v 3 PADS
i ‘ T Configuration Request——»|
LcP «——Configuration Request———
1200 ——Configuration Ack/Nak/Reject—»
f‘i «——Configuration Ack/Nak/Reject——
T Authentication-Request———» RADIUS A R 3
- ccefs- ues
PPPoE P AR =
Session P — «RADIUS Access-Accept—
wE P l <«———Authentication-Ack
Configuration Request——»
IPCP ¢« Configuration Request——
ﬁlm ——Configuration Ack/Nak/Reject—p»|
A «—Configuration Ack/Nak/Reject——
PR W «—Hdifein u
\ \J ¥
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> discovery 7% Panabit

DiscoveryfERFHRANTIRAR, Tk GBEN 7 EPAIIE T PPPoE SESSION IDLAR XS /3 LA MIELE,
PlIHEBEN TH—RIPPPoELE, XLCLEIERAIIE:

& client/#&— MInitiation (PADI) #iEE (LUBEKEEIZHEIR)
®— g Z P serverkix0ffer (PADO) EiIEE

@ clientZ1XER#ESessionRequest(PADR)EEE
®serverixSession-Confirmation (PADS) #iEE

Ztt,, PPPOELIEFEYT, [SLEHNPPPLIEMESR,
FE%& . PPPoE DiscoveryfERIVFBEISZEHA?

Copyright © 2019-2021 Panabit and/or its affiliates. All rights reserved.
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.-‘,

%) PADI #¢ Panabit

(M |pppoed

No. Time Source Destination Protocol Length Info
497 35.0918075 £8:59:71:1c:c0:28 Broadcast PPPOED 42 Active Discovery Initiation (PADI)
498 35.020135 bO:dc:b2:cb:00:50 £8:59:71:1c:c0:28 PPPOED 67 Active Discovery Offer (PADO) AC-Name='AAA'
499 35,020171 f8:59:71:1¢:¢c0:28 bo:dc:b2:cb:00:50 PPPoED 42 Active Discoverv Reauest (PADR)

Frame 497: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface ©

v Ethernet II, Src: f8:59:71:1c:c0:28 (f8:59:71:1c:c0:28), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Destination: Broadcast (ff:ff:ff:ff:ff:ff)
Source: f8:59:71:1c:c@®:28 (f8:59:71:1c:c0:28)
Type: PPPoE Discovery (©x8863)
v PPP-over-Ethernet Discovery

0001 .... = Version: 1

e 96001 = Tvpe: 1
Code: Active Discovery Initiation (PADI) (©x@9)
Session ID: ©Ox0000
Payload Length: 22
v PPPAF Tags
Service-Name: pa
Host-Uniq: ©40000000000000007000000

client/&ZiX] #Eit i FIPADIZUES

PADIFHEBR B &Service-NamelITAG, BFRRENIEKRNIRS (ZTAGHE, mME
\Hbﬁ_/\
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PADO # Panabit”

No. Time Source Destination Protocol Length Info

498 35.020135 b@:dc:b2:cb:00:50 f8:59:71:1c:¢c0:28 PPPoED

“pds 2 : : 28 DB :dC:h2:Ch:bB: 50 o]=D 42 A e ) ove hegue ADR

67 Active Discovery Offer (PADO) AC-Name='AAA'

Frame 498: 67 bytes on wire (536 bits), 67 bytes captured (536 bits) on interface ©
v Ethernet II, Src: b@:dc:b2:cb:09:50 (b@:dc:b2:cb:98:50), Dst: f8:59:71:1c:c@:28 (f8:59:71:1c:c0:28)
Destination: f8:59:71:1c:c@:28 (f8:59:71:1c:c8:28ﬂ
Source: b®:dc:b2:cb:00:50 (b®:dc:b2:cb:00:50)
Type: PPPoOE Discovery (©x8863)
v PPP-over-Ethernet Discovery
0001 .... = Version: 1
. 0001 = Type: 1
Code: Active Discovery Offer (PADQO) (0x07)
Session ID: ©x0000
Payload Length: 29
v PPPOE Tags
Service-Name: pa
Host-Uniq: ©40000000000000007000000
AC-Name: AAA

SNERSERVERBEMZ AW ZEIFPADIEKIZMIRSS, BREEE AIE—1PADOZIEEFRMHIZ.
DESTINATION_ADDR 9% 1%PADIRI=ZEH A ER R
SBE5PADIHEERYService-NamefITAG

AC-NamefITAG (&8 7 SERVERHIZZEF)

Copyright © 2019-2021 Panabit and/or its affiliates. All rights reserved.
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) PADR #¢ Panabit

NO. lime oource Lestilnation Frotocol Lengtn 1nro
499 35.020171 £8:59:71:1c:c0:28 b@:dc:b2:cb:00:50 PPPOED 42 Active Discovery Request (PADR)
500 35.021684 b@:dc:b2:cb:00:50 f8:59:71:1c:c0:28 PPPOED 60 Active Discovery Session-confirmation (PADS)
87699 h@:dc:b2:cbhb:90:50 %:00: : 1 cO:28 PPPoED 60 A ive Di ove erminate (PADT)

Frame 499: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface ©
v Ethernet II, Src: f8:59:71:1c:c@:28 (f8:59:71:1c:c0:28), Dst: b@:dc:b2:cb:00:50 (b@:dc:b2:cb:00:50)
[Destination: b@:dc:b2:cb:00:50 (b@:dc:b2:cb:00:50)]
Source: f8:59:71:1c:c@:28 (f8:59:71:1c:c0:28)
Type: PPPoE Discovery (©x8863)
v PPP-over-Ethernet Discovery
0001 .... = Version: 1
. 0001 = Type: 1
Code: Active Discovery Request (PADR) (©x19)
Session ID: ©x0000
Payload Length: 22
v PPPoE Tags
Service-Name: pa
Host-Uniq: 940000000000000008000000

FFPADIZT #5089, MEFHBEZSERVER, BBAclienta]gEIEIALE—1N"PADO, Ei5HER:
KZIRIFTE PADOFAMNFIERE—1, AILURIEEFAIAC-Names PADOFRHAIARSS KA F L
TR, SAIEclient it RISERVEREIZE—PADREUEE, Hrh, DESTINATION ADDR}
&IXPADORISERVERRYER E L, CODE®igE/90x19, SESSION_ID0x0000, B2H
RBE— 1 HService-NamefTAG, FEBAclientiEkBIIRS
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) PADS S Panabit

No. Time Source Destination Protocol Length Info
499 35.020171 f8:59:71:1c:c0:28 b®:dc:b2:cb:00:50 PPPOED 42 Active Discovery Request (PADR)

500 35.021684 bo:dc:b2:cb:00:50 f8:59:71:1c:c0:28 PPPoED ﬁeiﬁctlve Dlscovery Session-confirmation (PADS)
:dc:b2:cb:00: :59:71:1c:c@: - erminate (PADT)

Frame 500: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface ©
v Ethernet II, Src: b@:dc:b2:cb:00:50 (b@:dc:b2:cb:80:50), Dst: f8:59:71:1c:c0:28 (f8:59:71:1c:c0:28)

Destination: f8:59:71:1c:c®:28 (f8:59:71:1c:c@:28)
Source: b@:dc:b2:cb:00:50 (b@:dc:b2:cb:00:50)
Type: PPPoOE Discovery (©x8863)
v PPP-over-Ethernet Discovery
@01 .... = Version: 1
.. 08Bl = Type: 1

| Code: Active Discovery Session-confirmation (PADS) (@x65
Session ID: ©x©002
Payload Length: 22
v PPPoE Tags
Service-Name: pa
Host-Uniq: 040000000000000008000000

=SERVERWZ|—/"PADREIER, ERl/ERTTIE—1PPPRIE,
E/IPPPOERTEEIE—ME— EI’JSESSION _IDFR—PADSEURERAFHIEHIMEL, DESTINATION_ADDRIS;

95155 PADREGEE B AN FI BB LA R HBE, CODEi‘Jz KB /H0X65,
SESSION_ID#/mig & R EIEIFAIPPPOESTEIRRF .
Z|th, PPPoE Discovery EREER, EEHNPPPEIEMER. PPPoE Discovery FERAURIA(ESS: 1354k e] Y

SERVER;2/8ISESSION ID, FHAPPPEIE;
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PPPHII/BHER ¥ Panabit

1. LCP{hREMER:
LCP = Link Control Protocol, %% ¥ il il
PERT B - B VR B 1) Le s 4, ﬁnﬁk?ﬁlﬁfﬁmMRU Magic
Number, UL JaZE Ak AE FH i Es

INEMTBL:
%t&)}&%tﬂﬁl%%h im%}muhﬁ)j 'ﬂqu‘] /fﬁ' E}"Ln‘f‘: F’Jﬁﬁﬂ] J‘)LIEPAP)I:H
1. PAP’U\"LE: RIZRIAE S B2, LI THEIHF 4. %0,

2. Q!%@Pi)\ilt': FRIE RN S B2 % 30, M T HICEMT R IE 4.

3. IPCPRER:
S BEATIP. DNS. WINSSE I B :

St .
AT B BRI S SR .
WHRART), W] LR IP R I 45 T
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Y> PPPHEZRY4S1E

1, PPPRUITFEAH client5SERVER{HA—H &R LAFE D AiCrequest kiS4l
2, thadERFEE=1E:

A) WMEACK, F£rEE

B) MENAK, ®XrRAEE, BEEEEENRE, ARSI EBCEEESNE

C) Fireject, ER=RIE, TADWEY, SEEENSIE,

Copyright © 2019-2021 Panabit and/or its affiliates. All rights reserved.
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> IPCP RequestZiiE & E] 9% Panabit

1619 32.912908 f8:59:71:1c:c0:28 bo:dc:b2:cb:00:50 PPP IPCP 56 Configuration Request
1621 33.116264 bo:dc:b2:cb:00:50 f8:59:71:1c:c06:28 PPP LCP 60 Protocol Reject

1622 33.116264 bo:dc:b2:cb:00:50 f8:59:71:1c:cH6:28 PPP IPCP 60 Configuration Request
1623 33.116264 bo:dc:b2:cb:00:50 f8:59:71:1c:cH6:28 PPP IPCP 60 Configuration Reject
1624 33.116403 f8:59:71:1c:c0O:28 bo:dc:b2:cb:00:50 PPP IPCP 32 Configuration Ack
1625 33.116489 f8:59:71:1c:c0:28 bo:dc:b2:cb:00:50 PPP IPCP 44 Configuration Request

Frame 1619: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface ©
Ethernet II, Src: f8:59:71:1c:c0:28 (f8:59:71:1c:c09:28), Dst: b@:dc:b2:cb:00:50 (b@:dc:b2:cb:00:50)
PPP-over-Ethernet Session
v Point-to-Point Protocol
Protocol: Internet Protocol Control Protocol (©x8621)
v PPP IP Control Protocol
Code: Configuration Request (1)
Identifier: 6 (0x06)
Length: 34
v Options: (30 bytes), IP address, Primary DNS Server IP Address, Primary NBNS Server IP Address, Secondary DNS Server IP Address, Se
IP address: 0.0.0.0
Primary DNS Server IP Address: ©0.0.0.0
Primary NBNS Server IP Address: ©.0.0.0
Secondary DNS Server IP Address: ©0.0.0.0
Secondary NBNS Server IP Address: ©.0.0.€

Clientig=k&T+5%4
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1623 33.116264 bo:dc:b2:cb:00:50 f8:59:71:1c:cO:28 PPP IPCP 60 Configuration Reject
1624 33.116403 f8:59:71:1c:c0:28 bo:dc:b2:cb:00:50 PPP IPCP 32 Configuration Ack
1625 33.116489 f8:59:71:1c:c0:28 bo:dc:b2:cb:00:50 PPP IPCP 44 Configuration Request

Frame 1623: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface ©

Ethernet II, Src: b@:dc:b2:cb:00:50 (bo:dc:b2:cb:00:50), Dst: f8:59:71:1c:c09:28 (f8:59:71:1c:c0:28)
PPP-over-Ethernet Session

v Point-to-Point Protocol
Protocol: Internet Protocol Control Protocol (©x8021)
v PPP IP Control Protocol
Code: Configuration Reject (4)
Identifier: 6 (©x06)
Length: 16
v Options: (12 bytes), Primary NBNS Server IP Address, Secondary NBNS Server IP Address
Primary NBNS Server IP Address: ©.0.0.0
Secondary NBNS Server IP Address: ©.0.0.0

SERVERFIAIRNBNS, Mifreject, eI EiXFi NS
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Y>> IPCP RejectziiirBlEkE] 44 Panabit’



y) IPCP RequestZiiiEalEE # Panabit”

- PPP-over-Ethernet Session
0001 .... = Version: 1
0001 = Type: 1
Code: Session Data (0x00)
Session ID: Ox0031
Payload Length: 24
= Point-to-Point Protocol
Protocol: Internet Protocol Control Protocol (0xB8021)
= PPP IP Control Protocol
Code: configuration Request (1)
Identifier: 8 (Ox08)
Length: 22
= Ooptions: (18 bytes), IP address, Primary DNS Server IP Address, Secondary DNS Server IP Address
# IP address: 0.0.0.0
# Primary DN5 Server IP Address: 0.0.0.0
# Secondary DNS Server IP Address: 0.0.0.0

ClientlzZlrejectfs, FIESERVERASZFENBNS, BHXDEIEKRDEIPSDNS,
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Yy IPCP NAKZIEE EELIEEEE S Panabit

1625 33.116489 f8:59:71:1c:cHo:28 b@:dc:b2:cb:00:50 PPP IPCP 44 Configuration Request
1631 33.330359 b@:dc:b2:cb:00:50 f8:59:71:1c:cO:28 PPP IPCP 60 Configuration Nak
1632 33.330460 f8:59:71:1c:cHo:28 b@:dc:b2:cb:00:50 PPP IPCP 44 Configuration Request

Frame 1631: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface ©

Ethernet II, Src: b@:dc:b2:cb:00:50 (bO:dc:b2:cb:00:50), Dst: f8:59:71:1c:c@:28 (f8:59:71:1c:c0:28)
PPP-over-Ethernet Session

v Point-to-Point Protocol
Protocol: Internet Protocol Control Protocol (©x8021)

epmx—mi—
Code: Configuration Nak (3)
T 7 (9X97)

Length: 22
v Options: (18 bytes), IP address, Primary DNS Server IP Address, Secondary DNS Server IP Address
IP address: 12.12.12.2
Primary DNS Server IP Address: 114.114.114.114
Secondary DNS Server IP Address: 8.8.8.8

SERVERUWZZIrequest, {EAREEO0.0.0.0X™ME, &RIENAK, fAESFclientA]LIEXESE,
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) IPCP RequestZiiEa&E 44 Panabit

1632 33.330460 f8:59:71:1c:c0:28 bo:dc:b2:cb:00:50 PPP IPCP 44 Configuration Request
1637 33.552072 b@:dc:b2:cb:00:50 f8:59:71:1c:c0:28 PPP IPCP 60 Configuration Ack

Frame 1632: 44 bytes on wire (352 bits), 44 bytes captured (352 bits) on interface ©
Ethernet II, Src: f8:59:71:1c:c09:28 (f8:59:71:1c:c9:28), Dst: bO:dc:b2:cb:00:50 (b0:dc:b2:cb:00:50)
PPP-over-Ethernet Session
v Point-to-Point Protocol
Protocol: Internet Protocol Control Protocol (©x8021)
v PPP IP Control Protocol
Code: Configuration Request (1)
Identifier: 8 (©x08)
Length: 22
v Options: (18 bytes), IP address, Primary DNS Server IP Address, Secondary DNS Server IP Address
IP address: 12.12.12.2 ’
Primary DNS Server IP Address: 114.114.114.114
Secondary DNS Server IP Address: 8.8.8.8

ClientliZZISEVEREINAK, #ZHRSERVERAYIER, 1BKIXLEIPFIDNSIE
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)y IPCP ACKZLEEEE ¥ Panabit

1637 33.552072 bo:dc:b2:cb:00:50 f8:59:71:1c:c@:28 PPP IPCP 60 Configuration Ack

Frame 1637: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface ©

Ethernet II, Src: b@:dc:b2:cb:00:50 (bO:dc:b2:cb:00:50), Dst: f8:59:71:1c:c@:28 (f8:59:71:1c:c0:28)
PPP-over-Ethernet Session

v Point-to-Point Protocol
Protocol: Internet Protocol Control Protocol (©x8021)
v PPP IP Control Protocol
Code: Configuration Ack (2)
Identifier: 8 (©x08)
Length: 22
v Options: (18 bytes), IP address, Primary DNS Server IP Address, Secondary DNS Server IP Address
IP address: 12.12.12.2
Primary DNS Server IP Address: 114.114.114.114
Secondary DNS Server IP Address: 8.8.8.8

SERVEREIEFTESH, IPCPNERER, FHAIPESIE.
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y) PPPoE (PADT) 3Panabit®

165 7.897918 f8:59:71:1c:c0:28 bO:dc:b2:¢cb:00:50 PPPOED 20 Active Discovery Terminate (PADT)
166 7.899100 bo:dc:b2:cb:008:50 £8:59:71:1c:c0:28 PPPOED 60 Active Discovery Terminate (PADT)

Frame 165: 20 bytes on wire (160 bits), 20 bytes captured (160 bits) on interface ©
Ethernet II, Src: f8:59:71:1c:c0:28 (f8:59:71:1c:c@:28), Dst: bo:dc:b2:cb:00:50 (b@:dc:b2:cb:00:50)
v PPP-over-Ethernet Discovery
@001 .... = Version: 1
. Bl = Type: 1
|Code: Active Discovery Terminate (PADT) (@xa7) |
Session ID: ©x0002
Payload Length: ©

XFEEE e LESIREV LIERERRZIAIX, FKIAPPPOESIEEAKRIL,
EaLAHCclientd;SERVERA %, DESTINATION ADDRIZHEELIAMIE, CODERIZE H0xa7,
SESSION IDIREIEEARIFRISIERISESSION ID,

XFPEURERBETATAG,
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yy) HEFIR S Panabit

1) SERVERRMiZARTHBAIclient&iE[EETEXK (Echo-Request) #HiEE, LIHESIERVIAT.
BgnRclient’ (ELAEEE, FEil) iRERIEEFRIGK (Terminate-Request) #IEEAIE
ot RRIESE, NISERVERBLAEIZSIHESE "bX"

2) PPPoERYERKIZWERTT(IMRU)AFIFBIZ 1492, FALAKMAIERAEE 9150075, M
PPPOELERA6/NFTS, PPP Protocol-IDA2AMNETS, FRLAPPPRIMTUARADIFRIT 1492
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>> PPPOE SERVEREZE % Panabit

PlPanabit’ | wuw

EE BHIRE  RETIE
SEIES
TISETR

(1] i Eﬁjﬁ
RIS MACEREMEE | FEA
e PPPOE(EMRIE | FIRE

T 10
Hises EFEONHER

idHARP TR | 600

FRPSAGE
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4 Panabit”

>> PPPOE

FRIMPPPOERBSS =S

Es=Es | PPP-SERVER |

PR |em1 v|

PPPOERISE |19215a11 |

B35 | | MR, NOESRERSEFER

VLAN |0 | 1&24100,5%100-200, NESHIFTESSHESVIANE FER

MTU |1:180 |

| 114.114.114.114 |

|&SBB |

| AT ~|

| | BASIRARAE 0 RS

e ~ | MACHBIHIRIETE N TR
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) PPPOEAIEAE 44 Panabit”

B AIE
mradiusiAuE

B AsfaradiusiAIE

mAIAUE
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YY) PPPOERISBISANIIE

mPPPOEE

gpus

mPPPOE=EE

MmE &R RIS brasBBAUETRE XK,
1

IPPPOEIAUERIEA RPN ERAY4F A

®

4% Panabit
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Y>> RADIUSIAIEHRY (access)

1) user-name, P

2) user-password, Z=3;

3) acc-session-id, =i&ID ;
4) NAS-ldentifer, NASHRIR;

5) NAS-ip-address, NAS ip;
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) Access-Request # Panabit”

N radius

No. Time Source Frotocol Destination Length Info

]i 78 14.806665 192.168.8.1 RADIUS 192.168.8.220 151 Access-Request(1) (id=32, 1=189)
79 14.807361 192.168.8.220 RADIUS 192.168.8.1 77 Access-Accept(2) (id=32, 1=35)
92 14.809827 192.168.8.1 RADIUS 192.168.8.220 199 Accounting-Request(4) (id=1, 1=157)
93 14.810469 192.168.8.220 RADIUS 192.168.8.1 62 Accounting-Response(5) (id=1, 1=20)

Frame 78: 151 bytes on wire (1208 bits), 151 bytes captured (1208 bits) on interface @
Ethernet II, Src: be:f3:3d:9e:00:50 (be:f3:3d:9e:00:50), Dst: Vmware 71:al:b2 (©0:0c:29:71:a1:b2)
Internet Protocol Vversion 4, Src: 192.168.8.1, Dst: 192.168.8.22@
User Datagram Protocol, Src Port: 5eeee, Dst Port: 1812
v RADIUS Protocol
Code: Access-Request (1)
Packet identifier: ex2e (32)
Length: 109
Authenticator: 4dg83eeeeel75ac21b2596f410aas81f97
[The response to this request is in frame 79]
v Attribute value Pairs
AVP: 1=5 t=User-Name(1): luo
AVP: 1=18 t=User-Password(2): Encrypted
AVP: 1=19 t=calling-sStation-Id(31): 54:el:ad:20:7f:b8
AVP: 1=7 t=Called-Station-Id(3@): PPPOE
AVP: 1=6 t=NAS-IP-Address(4): 192.168.8.1
AVP: 1=19 t=Acct-Session-Id(44): PA_ 00031 ed2ce®al
AVP: 1=6 t=NAS-Port-Type(61): Ethernet(15)
AVP: 1=9 t=NAS-Identifier(32): Panabit
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) Panabit G0 ECIPHELHE A # Panabit”
TEJL/NRADIUSEHE M PanabitoERIPHELE T ;

1) Framed-IP-Address: PanabitffEFXNNEMERIEASZFRIIPHELL, INRXEXINEYE, M
& FEXNEME;

2) Framed-Pool: XNEMERPanabitfy64 MBI E— (BFREGRSIA]) ; R
BFramed-IP-AddressfEft, Panabitfi \iXNE g ERvtibith o ECIPLEE

3) WER EEMEMEERIRE, Panabit®iA\PPPOE SERVERFRIEIAMELNESEC—MPLEEF

RS2 SARIERADIUSIEREITOES, RADIUSIISTRINE, #iiRiEPanabitE SHYigEHEL
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Y>> Access-Accpet

(A radius
He. Tine Source Protocol Destination Length Info
78 14.806665 192.168.8.1 RADIUS 192.168.8.220 151 Access-Request(1) (id=32, 1=109)
]i 79 14.807361 192.168.8.220 RADIUS 192.168.8.1 77 Access-Accept(2) (id=32, 1=35)
92 14.809827 192,168.8.1 RADIUS 192.168.8.220 199 Accounting-Request(4) (id=1, 1=157)
93 14.810469 192.168.8.220 RADIUS 192.168.8.1 62 Accounting-Response(5) (id=1, 1=2@)

44 Pana bit”

Frame 79: 77 bytes on wire (616 bits), 77 bytes captured (616 bits) on interface @
Ethernet II, Src: Vmware 71:al:b2 (@@:@c:29:71:al1:b2), Dst: b@:f3:3d:9e:00:50 (be:f3:3d:9%e:00:50)
Internet Protocol Version 4, Src: 192.168.8.220, Dst: 192.168.8.1
User Datagram Protocol, Src Port: 1812, Dst Port: 50000
v RADIUS Protocol
Code: Access-Accept (2)
Packet identifier: ex2e (32)
Length: 35
Authenticator: ee5315a3d12efel1besb97cc8tbhdee3f
[This is a response to a request in frame 78]
[Time from request: ©.000696000 seconds]
v Attribute value Pairs
AVP: 1=6 t=Session-Timeout(27): 305686319
AVP: 1=6 t=Acct-Interim-Interval(85): 6@
AVP: 1=3 t=Framed-Pool(88): 2
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) Access-Accpet # Panabit”

[F]radius
No. Tine Source Frotocol Destination Length Infe
109 23.365779 192.168.8.1 RADIUS 192.168.8.220 151 Access-Request(1) (id=2e, 1=109)
]i 110 23.367456 192.168.8.220 RADIUS 192.168.8.1 122 Access-Accept(2) (id=20, 1=80)
123 23.369339 192.168.8.1 RADIUS 192.168.8.220 199 Accounting-Request(4) (id=1, 1=157)
124 23.369880 192.168.8.220 RADIUS 192.168.8.1 62 Accounting-Response(5) (id=1, 1=20)

Frame 11@: 122 bytes on wire (976 bits), 122 bytes captured (976 bits) on interface @
Ethernet II, Src: Vmware 71:al:b2 (@@:@c:29:71:al:b2), Dst: be:f3:3d:9e:00:50 (be:f3:3d:9e:00:50)
Internet Protocol Version 4, Src: 192.168.8.220, Dst: 192.168.8.1
User Datagram Protocol, Src Port: 1812, Dst Port: Seeee
v RADIUS Protocol
Code: Access-Accept (2)
Packet identifier: exl14 (20)
Length: 8@
Authenticator: 36d4765cb3392f826bb5e414f247c85e
[This is a response to a request in frame 109]
[Time from request: 0.001677000 seconds]
v Attribute value Pairs
AVP: 1=6 t=Session-Timeout(27): 2590162
AVP: 1=6 t=Acct-Interim-Interval(85): 6@
v AVP: 1=24 t=Vendor-Speciftic(26) v=MikroTik(14988)
AVP Type: 26
AVP Length: 24
VSA: 1=18 t=Mikrotik-Rate-Limit(8): 1@48576/10485760
AVP: 1=12 t=Vendor-Specific(26) v=Roaring Penguin Software Inc.(1@@55)
AVP: 1=12 t=Vendor-Specific(26) v=Roaring Penguin Software Inc.(1@@55)
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> RADIUSitZ3E3 (Accounting) ¥ Panabit

1) acc-status-type, FTRITEIRZ:, start/update/stop;
2) user-name, ITEEIKS;
3) acc-session-id, =1FID;

4) framed-ip-address, FFIP;
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> RADIUSitZ(Accounting) 3% Panabit”

(W |radius
No. Tine Source Frotocol Destination Length Infe

78 14.886665 192.168.8.1 RADIUS 192.168.8.220 151 Access-Request(1) (id=32, 1=109)

79 14.8087361 192.168.8.220 RADIUS 192.168.8.1 77 Access-Accept(2) (id=32, 1=35)

92 14.809827 192.168.8.1 RADIUS 192.168.8.220 199 Accounting-Request(4) (id=1, 1=157)
]j 93 14.818469 192.168.8.220 RADIUS 192.168.8.1 62 Accounting-Response(5) (id=1, 1=2@)

Packet identifier: ex1 (1)

Length: 157

Authenticator: 7315756964a4e15f7e399ab2d2f65fd3

[The response to this request is in frame 93]

v Attribute value Pairs

AVP: 1=6 t=Service-Type(6): Framed(2)
AVP: 1=6 t=Framed-Protocol(7): PPP(1)
AVP: 1=6 t=NAS-Port(5): 6
AVP: 1=6 t=Acct-status-Type(4@): Start(1l)
AVP: 1=6 t=Event-Timestamp(55): Apr 24, 2018 14:43:14.000000000 €€ €©1"0©
AVP: 1=19 t=Acct-Session-Id(44): PA 00031 ed2ce@a7
AVP: 1=6 t=Acct-Session-Time(46): ©
AVP: 1=5 t=User-Name(1): luo
AVP: 1=19 t=Calling-Station-Id(31): 54:el:ad:20:7f:b8

AVP: 1=7 t=Called-Station-Id(3@): PPPOE
AVP: 1=6 t=NAS-IP-Address(4): 192.168.8.1
AVP: 1=9 t=NAS-Identifier(32): Panabit
AVP: 1=6 t=NAS-Port-Type(61): Ethernet(15)
AVP: 1=6 t=Framed-IP-Address(8): 10.1.1.3
AVP: 1=6 t=Acct-Input-Octets(42): o

AVP: 1=6 t=Acct-Input-Gigawords(52): @
AVP: 1=6 t=Acct-oOutput-Octets(43): o

AVP: 1=6 t=Acct-output-Gigawords(53): ©
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3 Xk 8 Panabit

] 'EI /\B)J:LE/JE*
B4, oL BHIEEEER.

mzER, BYFIHEGNGE, TLARINE R

ik
<t
N
B
]

BEE, FEMRGIZERAER, FEITBEESEAERNFE LRSI
e

Copyright © 2019-2021 Panabit and/or its affiliates. All rights reserved.



SRR . BIXEFIPPPOER IR, LR EEE—FREEN "WANZE" ;

IPFNZEERHREE . PPPOEMIRRIZ LN MIEERIPEIXFIFERIWANL R H X,
EL)LEEEJ%P\] W IPFIWANZRERGRERITEE, BRI ELLIPEMNIRIIT S

FrE—YI&EREE 5 LM N RNRITHY,

(VN IERRIPEMIRZEENAT HEAATE, IAZLEDNSIEXK, EARFRIPE
MASECH, BRSEEBECHDNSIRSE:, BRUX1MDNSEEKER, HE

RIS EFEEHY, ERBEDNSHTHRIISERIAERIIPY, MNEEXKIET

[AEXEIP, APEEREL AT, ATLAPPPOEIAESRUTDNSEERHAILI

4k
BBo

N
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EHgE EERAP

PPPOERIRARS
TR S
ZAVLAN
FiAMTU
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44 Pana bit”

Y=l v . e

em(
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HWSHE

A BSRE
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Panabit

> g

HREIEH

E2= BEO VAN TTL B30 BiFtht/ %0 WY W DscP MAZE @i Biri T RS & FEhERE
20 {EEETE any any 172.168.0.138  any any any NAT == 0 ¢ X W
100 F=atE any any 192.168.1.0/24  any any any =] HEELEE 0 g ¥ W
110 {TE=ATE any any 192.168.0.1/24  any any any it EFEENOER 4 & % 'J_')
120 F=aE any any 192.168.2.0/24  any any any i I 1 g ¥ W
130 L=l any any 192.168.8.0/24  any any any ficlss) EAE 2 g U_U
140 Z=EE any any 1010107 any any any BE  PAEERE 0 APSEPRiE ¢ X W)
800 {E=81E any any any  any any any NAT EEET 58 & ¥ W
65500  {EEETHE any any 60.60.60.60:80  any any any izl EEEE 0 ¢ X (W
55501 {I=HTE any any any  any any : ﬁﬁi‘?ﬁ foisiehs 0 sl 0 X )

BiEfT SSH  admin
2d23h26m52s (B B
HREEE  QPSHEE
Es iz #EEO  VLAN iz ek Hiriteht ksl RI Y APxi HWATEHE EIP-QPS LElE  afERI/EQPS =@/ RIS >
400 test o X '\:)
500 any any any any any any any =3 |E--HESET 4] =IiE 77 0/530 & M ()
500 any any any any any any Hﬁ&&\ f%iil‘ﬁj ] =l 0/0 0/0 ¢ X
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>» ek

1T28[[ Panabit &)X COA (code=0x2b) #i#EE, COA FZUREHE U TEN.:

1) User-Name (0x01) : IS &EFR;, [w]

2) User-Password (0x02) : {RiktkE%15, EETFEMZE, RADIUS #I5EE User-Password EI0%5H9,
(B2 Panabit E3IXEHRY User-Password Ageinz:; [w44]

3) Filter-Id (0x0b) : XANEHRYERA " PAIPPXY ", XMEFRXE—NEE Panabit HUTIERY
COA 18<S; [wim]

4) Framed-IP-Address (0x08) : X/NNEMHEBEFMEIEEIRIBEIANM 1P tblik; [Wm]

5) Framed-Pool (0x58) : fZRBYEMBHUEHBEFR, Panabit SREX MEBUEHBREFRR SHIMEEOF
VLAN 22§, HlbthFTEES A Panabit LIREYF, IIREEXEM, Panabit fFRAIKIEREABE
FIRIRERIRS,; [Hi%]

6) Connect-Info(0x4d): XNMSEEFHENENMNEFKSEFR, WRIKEXNNEM, Panabit £/
User-Name {E9RAK IP UIKSRFR; [AIdk]

7) Port-1d(0x57) : XM SHEBEFEAZMIRKEXTNAY VLAN 8, &= A" 10/20 "8" 10 ", &
10 95M2 VLAN, 20 SAHE VLAN; XPMSELSTT Framed-Pool 15RIAYBLFENS SR EBIZER
VLAN £2£§; [8]ik]

8) Called-Station-Id (Ox1e) or Calling-Station-Id (Ox1f) : XPSEAVFEZL A" XXEXKXKXXXK XX
B XX-XX-XX-XX-XX-XX" , TEREIREREY IP B9 MAC #tlE, XA~ MAC it R B3 AER, WN8RiHEF]
R 2188 =23 ARESAEXEIESCHY MAC #tht, BeILAR=EAAY MAC;
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» ik 44 Panabit

Panabit YZ COA iEXKf5:

1) WMERIHRS, RE COA ACK (0x2¢) ;

2) WRKkSKM, 1RE] COA NAK(Ox2d), KMHIRESIE Reply-Message Bl B, X
NEME—NFRFE,; MRIBINEER, Panabit £15 BRAS IREIRVEIRSEHIE Reply-
Message EBfEid45 AAA;

EIAY Reply-Message {&:

1) " POOLNEXIST" F8% Y Framed-Pool B, {BRizEIEHiEEaUitititiE Panabit £ig
BiE;

2) "IPOBJ_INSTALL_FAIL" : BIZEAK IP XI5REM, FIREEZINANE, LrRIgEEE E/Y IP
NESIE IPSEEW;

3) "“IPOVERFLOW" : {UIRNKSKEXEIAM IP BT IR ERIRAE;

4) "IPPXY_NOOUTINTERFACE" : ;&BigEIkIMNERO;

5) HEER: kSIANIEKRM/S, BRAS IREIFNER,;
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(M [radius
No. Time Source Frotocol Destination Length Info
219 3.314934 192.168.8.115 RADIUS 192.168.8.122 122 CoA-Request(43) (id=54, 1=8a)
%; 218 3.356339 192.168.8.122 RADIUS 192.168.8.115 74 CoA-ACK(44) (id=54, 1=32)
225 3.369774 192.168.8.122 RADIUS 192.168.8.115 74 CoA-ACK(44) (id=54, 1=32), Duplicate Response

1=5 t=User-Name(l): zrk

1=5 t=User-Password(2): Encrypted

1=6 t=Framed-IP-Address(8): 10.10.100.11

1=13 t=Filter-Id(11): _ PAIPPXY

1=7 t=NAS-Port-I1d(87): 10/20

1=5 t=Framed-Pool(88): AAA

1=19 t=called-Station-Id(3@): F8-CF-C5-83-@9-B9
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Frame 21@: 122 bytes on wire (976 bits), 122 bytes captured (976 bits) on interface @
Ethernet II, Src: AsustekC 1@:ed:@6 (de:17:c2:10:ed:e6), Dst: b@:7d:99:1b:e0:00 (bo:7d:99:1b:00:00)
Internet Protocol Version 4, Src: 192.168.8.115, Dst: 192.168.3.122
User Datagram Protocol, Src Port: 5347, Dst Port: 3799
v RADIUS Protocol
Code: CoA-Request (43)
Packet identifier: ex36 (54)
Length: 8@
Authenticator: 1f37d6435dfebossd4eeb396@275944ad
[The response to this request is in frame 218]
v Attribute value Pairs
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:

95



> Kiathit

Intefnet

44 Panabit

switch

AAA
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switch

AAA

Copyright © 2019-2021 Panabit and/or its affiliates. All rights reserved.

$¢Panabit®

o7



THANK YOU



